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Navigating the Bug Bounty Landscape: Best Practices and Lessons Learned 7 March!
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NAVIGATING THE BUG BOUNTY
LANDSCAPE: BEST PRACTICES
AND LESSONS LEARNED

) STARTS ON 07 MARCH, 2023
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Bug Bounty programs have revolutionised the way organisations approach cybersecurity by tapping into a global
community of ethical hackers to identify and report vulnerabilities. As cyber threats continue to proliferate, Bug
Bounty programs have become an essential part of any organisation's cybersecurity strategy.

Bug Bounty is often mistaken to be only accessible to larger companies with significant resources. However, in
actuality, even small to medium businesses can participate and reap the benefits. By offering incentives to ethical
hackers, Bug Bounty provides an efficient and cost-effective way to identify and remediate vulnerabilities.

Join us on 7 March, 10:00 am SGT, for an engaging workshop on Navigating the Bug Bounty Landscape, featuring
expert insights from YesWeHack and Talenox

Register here



https://www.yeswehack.com/
https://www.talenox.com/
https://forms.office.com/r/bBfeyRyTG4

Sign up for Qualified Information Security Professional (QISP) Exam before 31 March!

- AISP
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QISP EXAM

Increase your certification profile and sign up for
QUALIFIED INFORMATION SECURITY PROFESSIONAL
(QISP) exam!

Complimentary FIRST year Membership
till
31 Dec 2023
Price
Sign up before 31 March to get $50 off (U.P $370)
Sign up in bulk of 10 to get $70 off per pax

For individual sign ug,,please register via the qr code
~ here

To sign up in bulk of 10, please send to
secretariat@aisp.sg

If you have One (1) to five (5) years of working experience in Information Security; or
Formal training in cyber security in an educational institution and would like to increase your certification profile, sign up for
AiSP one and only Qualified Information Security Professional (QISP) exam!
Complimentary 1- year AiSP membership (till 31 Dec 2023) will be given to all candidates who have signed up for the exam.

Sign up before 31 March to get $50 off the exam price (U.P $370) which is just $320 before GST to achieve the certification!

AiSP QISP Exam is based on I1S-Body of Knowledge 2.0:
- Validated by corporate companies, IHLs and associations.
- This includes government agency such as GovTech, IHL schools such as polytechnics and associations such as
Singapore Computer Society and SGTech.
- Developed by referencing from the Skills Framework for Infocomm Technology by IMDA on cybersecurity topics.

Register here now!
For more details visit our website here!

If you have any enquiries, please contact secretariat at secretariat@aisp.sg
*Terms and Conditions apply



https://forms.office.com/r/1QwS6qbuUp
https://www.aisp.sg/qisp_exam.html
mailto:secretariat@aisp.sg

The Cybersecurity Awards 2023 Call for Nomination is closing on 14 April!
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ENTERPRISES
MNC (VENDOR)
MNC (END-USER)
SME (VENDOR)
SME (END-USEﬁ)

* STUDENTS

WWW.THECYBERSECURITYAWARDS.SG

NOMINATIONF

NOW OPEN

PLEASE SEND YOUR NOMINATIONS TO
THECYBERSECURITYAWARDS@AISP.SG

In its sixth year, The Cybersecurity Awards 2023 seeks to honour outstanding contributions by individuals and organisations, to
local and regional cybersecurity ecosystems. The Awards are organised by the Association of Information Security
Professionals (AiSP), and supported by Cyber Security Agency of Singapore and the following professional and industry
associations that are part of the Singapore Cyber Security Inter Association — Centre for Strategic Cyberspace + International
Studies (CSCIS), Cloud Security Alliance Singapore Chapter, HTCIA Singapore Chapter, ISACA Singapore Chapter, (ISC)2
Singapore Chapter, Operational Technology Information Sharing and Analysis Center (OT-ISAC), The Law Society of
Singapore, Singapore Computer Society and SGTech.

If you know any individuals and companies who have contributed significantly to the cybersecurity industry, it is time to be
recognized now! Nomination forms are attached for the submission according to the categories.

Nomination will end on 14 April 2023. All submissions must reach the secretariat by 14 April 2023.

For more details on the awards, visit our website herel



https://www.aisp.sg/thecybersecurityawards/tca2023.html

AiSP Events and Updates

AiSP Ladies In Cyber Learning
Journey To SIT@NYP
8 March 2023

AiSP Ladies in Cyber International Women Day 2023 Celebrations
Learning Journey with Singapore Institute of Technology (SIT) & Fireside Chat

Panelists Moderator

men &

We are honoured to have Ms Nadia
(Member of Parliament for Ang Mo
Kio GRC) as our Guest of Honour for
the dialogue session together with Ms
Sandy Cheong (Assistant Director at
iHIS) and Dr Purnima (Assistant
Professor at SIT@NYP). Ms Sherin Y
Lee, AiSP Vice-President and Founder
for Ladies in Cyber Programme will be
the moderator for this event. The event
is open to only female students in
tertiary level and female PMETSs.

Join us on 8 Mar 23 at SIT@NYP for the
International Women Day Celebrations
and get to find our more on what SIT
can offer for the Cybersecurity courses
that you can embark on and latest
research in cyber through the booths
setup by SIT and speak to the SIT staff
on the University life / Life Long
Learning Education in cyber. You will
also be able to view their innovation lab
as part of the learning journey.

Please note that the registration is
based on first come first serve basis.

Register here

Threats have evolved. So must your
Privileged Access Management
9 March 2023

Join experts from AiSP, BeyondTrust,
Deloitte, GovTech as they discuss the
evolving cybersecurity threat landscape,
the perils of excessive privileges and how
modern Privileged Access Management
(PAM) can fortify your security posture.

Register here

AiSP CTI SIG Networking Session
10 March 2023

CYBER THREAT INTELLIGENCE
SPECIAL INTEREST GROUWP

Networking Session

Friday
March, 10th

o
2
@ 5.30PM - 7.30PM

JustCo @ Marina Square

REGISTER NOW ©

Hi Everyone, we are organising a
networking session for the CTI SIG
Date: 10 Mar 2023, Fri
Time: 5.30pm - 7.30PM
Venue: JustCo @ Marina Square, 6
Raffles Boulevard, JustCo, Marina Square,
#03-308, Singapore 039594

Register here



https://forms.office.com/r/ce8UgumvLw
https://www.beyondtrust.com/events/usergroups/threats-have-evolved-so-must-your-privileged-access-management?fm=op&utm_source=Eloqua&utm_medium=email&elqTrack=true&campid=7017V000001gnfKQAQ
https://forms.office.com/r/79uznfZXEB

AiSP Events and Updates

AiSP Ladies in Cyber Symposium
2023
18 March 2023

AiSP Ladies in Cyber Symposium

“Pioneering Al and Cybersecurity ; Women Charting the course”

As part of AiSP Ladies in Cyber Charter
Byears Anniversary Celebration
happening from 1 Mar 23 to 30 Nov 23,
AiSP will be organising a series of
events to celebrate the Anniversary. We
will be organising our second AiSP
Ladies in Cyber Symposium 2023 on 18
Mar 23 at Big Picture at CapitaLand -
Capital Tower Level 9 located at 168
Robinson Road, Singapore 068912 from
12.30pm to 3.30pm where we will invite
about 120 to 150 female Youths &
female PMETS for a afternoon
symposium and join our Guest of
Honour in a dialogue session. The
theme for this year symposium is
Pioneering Al and Cybersecurity ;
Women Charting the course.

Please sign up by 10 Mar 23. Please
note that the registration is based on
first come first serve basis.

Register here

AiSP Knowledge Series — Cloud
Security
12 April 2023

AiSP Knowledge Series : ::
Cloud Security [

12 APR 2023 | ZOOM | 3PM - 5PM

In this Knowledge Series, we are excited
to have Cisco, Fortinet & Wissen to share
with us insights on Data & Privacy. Based
off Information Security Body of
Knowledge (BOK) 2.0 content topics, AiSP
has been organising a series of
knowledge-sharing & networking events to
enable our members with a better
understanding of how IS-BOK can be
implemented at workplaces.

Register here

AiSP Bug Bounty Workshop
13 April 2023

Bulld a suceessful pentest
coreerwith EC-Council

ASP GED S Otenale oo

In this hands-on workshop, attendees will
have the opportunity to get started in the
world of Bug Bounty. YesWeHack will
provide a pre-configured "hacking
playground" — a fake online shop with
common vulnerabilities and security flaws
— as well as guidance on installing the
hacking tools needed to identify and
exploit these vulnerabilities. Working
independently, attendees will use the tools
and techniques discussed in the workshop
to find and exploit vulnerabilities in the
hacking playground. This workshop is
ideal for anyone interested in learning
more about Bug Bounty and gaining
hands-on experience in a controlled
setting. By the end of the workshop,
attendees will have a better understanding
of the challenges and rewards of Bug
Bounty, and be better equipped to start
their own Bug Bounty journey.

Register here



https://forms.office.com/pages/responsepage.aspx?id=djqfDWposUWGv6rucAq_q-k26bVZ_o5Bn-l2M1zTphtUMzlHUVBXOVQ2UkxaUjJMM1gwWTZDSFE0Ui4u
https://us06web.zoom.us/webinar/register/9016758402148/WN_DUYXfAABR5uB3KratTqtgw
https://forms.office.com/r/GcH21RVYBd

AiSP Events and Updates

Registration for AVIP Membership!

AISP

R
/NP MEMBERSHIP

AVIP membership is the FIRST In Asia to bundle the
Professional Indemnity for professionals involved
in cybersecurity related work, to give them
greater assurance undertaking prajects in
Singapere and worldwide

BENEFITS
» Rozogr lizn o o Trusted Infooamm Secur by Professional. Fou ean use the

desipruon o” AVIP (AISP Validated Information Security Profassionals
Member} as your credentials

+ special Inyite Lo Lxolusive Activ tios & Lyons,

+ AYIT members oy the Professional Indemnity Coverage in
Singapore and Overseas {FIRST in Asial!

CUE BEESinnE wiT national &

+ A4 rembers will be | meiled Lo represent AISP for media interviews
an s apinions on cyber sty

PRICIC

Application Fee : S486.00 (15t 100 applicants),
5324 (AISP CPP members)
Annual Membarship: $270.00
1

‘iz irelidas e

EMAIL MEMBERSHIPAISP.5G TO SIGN UP AND FOR ENQUIRIES

For all Ordinary Members (Path 1), we are pleased to share
that AVIP Membership is how open for registration!

Visit our website https://www.aisp.sg/avip.html to find out
more about the entitlements of AVIP Membership. Please
send in your form to membership@aisp.sg and the required
documents in a password protected zip file. Send us the
password through our telegram at https://t. me/AISP_SG.

Registration for NTUC Social Membership

U'Link

8105 0000 0000 0001
ROXANNE LIM

NTUC Social Membership card

This membership is a rider to Association
Membership. Members interested in
applying for this card can do through your
respective Association. You may also email
to pme@ntuc.org.sq.

Benefits of Link NTUC Social Membership
are as such:

+ Earn & redeem Linkpoints at over 1,000
partners’ outlets

.

Eligible for Career Advisory services
offered by NTUC U PME Centre

« Enjoy benefits and privileges from Ready
for eXperience (RX) Community Member
Programme offered by NTUC Club

AiSP is collaborating with NTUC to provide an exclusive
membership package only for AiSP Members at $10/year

(inclusive of GST).

Some benefits include
- Career Advisory services
https://upme.ntuc.org.sg/upme/Pages/CareerCoaching.
aspx

- Benefits and privileges from RX Community Member

Programme

https://www.readyforexperience.sq/

Please fill in the form below and make payment if you would like
to sign up for the membership.

https://forms.office.com/r/qtiMCK376N



https://www.aisp.sg/avip.html
mailto:membership@aisp.sg
https://nam12.safelinks.protection.outlook.com/?url=https%3A%2F%2Ft.me%2FAiSP_SG&data=04%7C01%7C%7Ccc266e9e192149aa55fb08da001016f5%7C84df9e7fe9f640afb435aaaaaaaaaaaa%7C1%7C0%7C637822366357468778%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=pSZvt4fQEFPVEUWUZ7N0ZM8nT1oezo1836XE3RNWlGM%3D&reserved=0
https://upme.ntuc.org.sg/upme/Pages/CareerCoaching.aspx
https://upme.ntuc.org.sg/upme/Pages/CareerCoaching.aspx
https://www.readyforexperience.sg/
https://forms.office.com/r/qtjMCK376N

Actioning Insights To Mitigate
Enterprise Risk
8 — 9 March 2023

Threat
Inteligence APAC

Actioning Insights To Mitigate Enterprise Risk
8-9 March 2023 (SGT)

The cyber threat landscape is constantly
evolving and it's more important than
ever to stay informed and prepared.
Register for Threat Intelligence APAC

2023, 8-9 March and hear from industry

experts on the latest threats, breaches
and attacks in the APAC and get
insights on how to protect your
organization from cyber threats.

Register here

Introduction to Cyber Supply Chain
Threats and the Weaponisation of
Firmware
22 March 2023

Introduction to Cyber Supply Chain Threats
and the Weaponisation of Firmware

ec|yp5|um

CISA’s list of KEV’s (Known Exploited
Vulnerabilities) reveals an alarming trend:
vulnerabilities in the supply chain of critical

enterprise devices are exploited in both
statesponsored
and cybercriminal operations. And of the

actively exploited vulnerabilities, 1 in 4

is a firmware vulnerability.

Join Scott Scheferman, Office of the CTO -
Principal Strategist at Eclypsium for a 90-
minute
workshop as he discusses this critical yet
under-defended attack surface.

Register here

CISO Perth
4 April 2023

Ecj Corinium

TUES 4 APRIL 2023

CISO Perth

REGISTER NOW

We are thrilled to invite you to Corinium
Global Intelligence’s CISO Perth
conference, taking place on 4 April 2023!
Join us at CISO Perth 2023 to share
insights on becoming a brighter leader,
leveraging the function as a business
growth enabler, and building enhanced
programs and robust strategies.

Come see us! Use our discount code for
$500 off: CISOPESPON500

Register here



https://www.cshub.com/events-cyber-security-threat-intelligence-apac?utm_source=AiSP&utm_medium=Media%20Partner&utm_campaign=42319.002%20CSIQ-23-OE-23-02-08%20Threat%20Intelligence%20APAC%20-%20AiSP&utm_term=&utm_content=&disc=&extTreatId=7575350
https://info.eclypsium.com/live-webinar-introduction-to-cyber-supply-chain-threats?utm_campaign=2023-03-22-Webinar-Introduction-to-Cyber-Supply-Chain-Threats&utm_source=hs_email&utm_medium=email&utm_content=247043676&_hsenc=p2ANqtz-9GNhVHPbtgvW23sI5M7_EpXFExABBetagaXFBTY1DjgdwRCnuuKfBe89YRxy2DZoxRcmAgAUmnlpVmDPeZcNS1GsVr8A
https://bit.ly/3WaLhTw

Elevating Transformation With Digital Trust Black Hat Asia 2023
25 April 2023 9 - 12 May 2023

| le‘:khat" @ -

ASIA 2023

MAY S-1=2, 2023

MARIMNAG BAY SanMNDsS " SIKNGARPDORE

As a wave of digital transformation continues, increasing data Black Hat provides attendees with the latest in research,
and workloads are sitting in the cloud. While this has driven development, and trends in Information Security. Here the
efficiencies for organizations it has also increased the attack | brightest professionals and researchers in the industry come

surface. Customer and business partnerships can be together for a total of four days—two or four days of deeply
irreparably damaged and trust lost if data and systems are | technical hands-on Trainings, followed by two days of the latest
breached, so effectively securing access to data and systems, research and vulnerability disclosures in the Briefings and
regardless of where they reside is paramount. networking opportunities within the Business Hall.
Join us to learn more about the importance of digital trust in Black Hat Asia 2023 returns to the Marina Bay Sands in
your transformation journey, and how you can build Singapore from May 9 - 12 as a Live, In-Person event. The Live
confidence in the integrity of your digital ecosystem by event is followed by a Virtual Experience, one week later,
safeguarding your systems and data. including access to recordings of all Briefings and Sponsored

Sessions, available beginning May 19.
Register here
Register here



https://www.beyondtrust.com/events/usergroups/elevating-transformations-with-digital-trust
https://www.blackhat.com/asia-23/registration.html

Professional Course Development

Three Courses for Profes/sionals
to Lead the Blockchain Revolution

EC-Council Launches Three New Blockchain Certificatjon
Courses to Meet the Industry Requirements of:

RS

BDC B/BLC B FC

Blothchan  Developsr Cortfiation Bleckchois  Beviness Lsoder Certication Blockdhaln  Firtech Cortfation

Developers Business Leaders | Fintech Professional
-

REGISTER NOW

EC-Council’s Blockchain Certifications Overview

EC-Council’s blockchain certification courses are curated by experts to support the growing demand for skilled blockchain
professionals.

These programs have been designed to meet the industry requirements of developers, business leaders, and fintech
professionals in this rapidly growing area.

Our blockchain certification courses consist of three knowledge and competency areas:
development, implementation, and strategy.

During the course, students get exposure to multiple blockchain implementation concepts and
a unique guideline for sustainable and scalable blockchain development using quantum-resistant ledgers.

Considering the market opportunity and skills required for different target groups, EC-Council has
launched three new blockchain programs:

1. Blockchain Business Leader Certification (BBLC)
2. Blockchain Fintech Certification (BFC)
3. Blockchain Developer Certification (BDC)

Blockchain technology is becoming more prominent in today’s digital world, and getting
certified is a great way to showcase your knowledge and lend credibility to your resume.

EC-Council’s expert-designed courses will provide you with hands-on experience and
help you gain valuable insights that are mapped to real job roles.

Special discount available for AiSP members, email aisp@wissen-intl.com for details!



mailto:aisp@wissen-intl.com

AiSP Courses to help advance in your Career & Knowledge

Cybersecurity Essential Course Qualified Information Security Professional Course
(Basic) (QISP)

[SIHEPPING uP
INFORMATION

o,
brus
QUALIFIED INFORMATION

SECURITY PROFESSIONAL (QISP
- 5 DAYS-

As low as

SECURITY

cyYBERSECURITY
ESSENTIALS COURSE

For:
People who are new to information security and in need of an
introduction to the fundamentals of security. Dive deep into the principles and concepts to manage and govern the
Those who have decided to make a career change aspects of Information Security
Professionals who are in need to be able to understand and Gain an understanding and appreciation for the cyber defence
communicate confidently about security terminology. strategies and different levels of security implementations
) Understand the importance of maintaining internal network defences
Public: $1,600 (Before GST) against all cyberattacks and threats.

10% Discount for AiSP Members: $1,440 (Before GST)

o ) Course Fees include Examination, while promotion last.
*Utap funding is available for NTUC Member *NTUC UTAP funding is available for NTUC Member for this
* SSG Funding is available! course.

. i * SSG Funding is available!
Please click here for the upcoming course dates.

) ) ) - To find out more on the Qualified Information Security Professional
Please email secretariat@aisp.sg for any enquiries. Course, please visit https://www.aisp.sg/gisp_info.html.

Please click here for the upcoming course dates.

Please email secretariat@aisp.sg for any enquiries.

Our Mailing Address is:
6 Raffles Boulevard, JustCo, Marina Square, #03-308, Singapore 039594

Please click here to unsubscribe if you do not wish to receive emails from AiSP.



https://www.aisp.sg/cyberessentials_training.html
mailto:secretariat@aisp.sg
https://www.aisp.sg/qisp_info.html
https://www.aisp.sg/qisp_training.html
mailto:secretariat@aisp.sg
https://forms.office.com/Pages/ResponsePage.aspx?id=djqfDWposUWGv6rucAq_q-k26bVZ_o5Bn-l2M1zTphtUMllaMElCN0cxRjhUTVczNThOWEhDQ0pVSS4u&wdLOR=c8FB45704-8EA5-42D3-9DD2-BD1805EC621D

